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Abstract. We present algorithms for identifying frequently occurring
elements in a large distributed data set using gossip. Our algorithms do
not rely on any central control, or on an underlying network structure,
such as a spanning tree. Instead, nodes repeatedly select a random part-
ner and exchange data with the partner — if this process continues for a
(short) period of time, the desired results are computed, with probabilis-
tic guarantees on the accuracy. Our algorithm for frequent elements is
built by layering a novel small space “sketch” of data over a gossip-based
data dissemination mechanism. We prove that the algorithm converges
to the approximate frequent elements with high probability, and provide
bounds on the time till convergence. To our knowledge, this is the first
work on computing frequent elements using gossip.

1 Introduction

We are increasingly faced with data-intensive decentralized systems, such as large
scale peer-to-peer networks, server farms with tens of thousands of machines,
and large wireless sensor networks. With such large networks comes increasing
unpredictability; the networks are constantly changing, due to nodes joining
and leaving, or due to node and link failures. Gossip is a type of communication
mechanism that is ideally suited for distributed computation on such unstable,
large networks. Gossip-based distributed protocols do not assume any underlying
structure in the network, such as a spanning tree, so, there is no overhead of
sub-network formation and maintenance. A gossip protocol proceeds in many
“rounds” and in each round, a node contacts a few randomly chosen nodes in
the system and exchanges information with them. The randomization inherently
provides robustness, and surprisingly, often leads to fast convergence times. The
use of gossip-based protocols for data dissemination and aggregation was first
proposed by Demers et al. [1].

We focus on the problem of identifying frequent data elements in a network
using gossip. Consider a large peer-to-peer network that is distributing content,
such as news or software updates. Suppose that the nodes in the network (or
the network administrators) wish to track the identities of the most frequently
accessed items in the network. The relevant data for tracking this aggregate are
the frequencies of accesses of different items. However, this data is distributed
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throughout the network — in fact, even the number of accesses to a single item
may not be available at any single point in the network. Our gossip-based algo-
rithm for frequent elements can be used to track the most frequently accessed
items in a low-overhead, decentralized manner. Another application of tracking
frequent items is in the detection of a distributed denial of service (DDoS) at-
tack, where many malicious nodes may team up to simultaneously send excessive
traffic towards a single victim (typically a web server), so that legitimate clients
are denied service. Detecting a DDoS attack is equivalent to finding that the
total number of accesses to some server has exceeded a threshold. A distributed
frequent elements algorithm can help by tracking the most frequently accessed
web servers in a distributed manner, and noting if these frequencies are abnor-
mally large. With a gossip-based algorithm this computation can proceed in a
totally decentralized manner.

We consider two variants of the frequent elements problem, with absolute
and relative thresholds. In the absolute threshold version, the task is to iden-
tify all elements whose frequency of occurrence is at least an absolute number
(threshold), which is an user-defined parameter. In the relative threshold version,
the task is to identify all elements whose frequency of occurrence is more than
a certain fraction of the total size of the data, where the fraction (the relative
threshold) is an user-defined parameter. In a distributed dynamic network, these
two problems turn out to be rather different from each other.

Our algorithms work without explicitly tabulating the frequencies of different
elements at any single place in the network. Instead, the distributed data is
represented by a small space “sketch” that is propagated and updated via gossip.
A sketch is a space-efficient representation of the input, which is specific to
the aggregate being computed, and captures the essence of the data for our
purposes. The space taken by the sketch can be tuned as a function of the
desired accuracy. A complication with gossip is that since it is an unstructured
form of communication, it is possible for the same data item to be inserted
into the sketch multiple times as the sketch propagates. Due to this, a technical
requirement is that the sketch should be able to handle duplicate insertions, i.e.
it should be duplicate-insensitive. If the gossip proceeds long enough, the sketch
can be used to identify all elements whose frequency exceeds the user defined
threshold. At the same time, elements whose popularity is significantly below
the threshold will be omitted (again, with high probability).

To summarize our contributions, we present the first work on computing fre-
quent elements in a distributed data set using gossip. We present randomized
algorithms for both the absolute threshold and the relative threshold versions
of the problem. For each algorithm, we present a rigorous analysis of the cor-
rectness, and the time till convergence. Our analysis show that gossip-based
algorithms converge quickly, and can maintain frequent elements in a network
with a reasonable communication overhead. We also note that similar techniques
can be used in estimating the number of distinct data items in the network.

With a gossip protocol, communication is inherently randomized, and a node
can never be certain that the results on hand are correct. However, the longer



the protocol runs, the closer the results get to the correct answer, and we are
able to quantify the time taken till the protocol converges to the correct answer,
with high probability. Gossip algorithms are suitable for applications which can
tolerate such relaxed consistency guarantees. Examples include a network mon-
itoring application, which is running in the background, maintaining statistics
about frequently requested data items, or the most frequently observed data in
a distributed system. In such an application, a guaranteed accurate answer may
not be required, and an approximate answer may suffice.

1.1 Related Work

Demers et al. [1] were the first to provide a formal treatment of gossip protocols
(or “epidemic algorithms” as they called them) for data dissemination. Kempe
and Kleinberg [2] analyzed the influence of the underlying gossip mechanism on
the design of gossip-based protocols, and explored the limitations of uniform gos-
sip in solving the nearest resource location problem. Kempe, Dobra and Gehrke
[3] proposed algorithms for computing the sum, average, approximately uniform
random sampling and quantiles using uniform gossip. Their algorithm for quan-
tiles are based on their algorithm for the sum — they choose a random element
and count the number of elements that are greater and lesser than the chosen
element, and recurse on smaller data sets until the median is found. Thus their
algorithms need many instances of “sum” computations to converge before the
median is found. A similar approach could potentially be used to find frequent
elements using gossip. In contrast, our algorithms for frequent elements are not
based on repeated computation of the sum, and converge faster.

Much recent work [4-6] has focused on computing “separable functions” using
gossip. A separable function is one that can be expressed as the sum of individual
functions of the node inputs. For example, the function “count” is separable, and
so is the function “sum”. However, the set of frequent elements is not a separable
function. Hence, these techniques do not apply to our problem. There is much
other work on the computation of basic aggregates, we list a few representative
ones here. Kashyap et al. [7] proposed algorithms for gossip with flexible tradeoffs
between the number of rounds and the number of messages transmitted. Dimakis,
Sarwate and Wainwright [8] consider the problem of computing the average over
random geometric graphs with location-aware nodes, combining uniform gossip
with greedy geographic routing.

The problem of identifying frequent elements in data has been extensively
studied [9-11] in the database, data streams and network monitoring communi-
ties (where frequent elements are often called “heavy-hitters”). The early work
in this is due to Misra and Gries [9], who proposed a deterministic algorithm to
identify frequent elements in a stream, followed by Manku and Motwani [10], who
gave randomized and deterministic algorithms for tracking frequent elements in
limited space. The above were algorithms for a centralized setting.

Cao and Wang [12] proposed an algorithm to find the top-k elements in a
distributed setting, where they first made a lower-bound estimate for the k**
value, and then used the estimate as a threshold to prune away elements which



should not qualify as top-k. Zhao et al. [13] proposed a sampling-based and a
counting-sketch-based scheme to identify globally frequent elements. Manjhi et
al. [14] present an algorithm for finding frequent items on distributed streams,
through a tree-based aggregation. Venkataraman et al. [15] present an algorithm
for identifying “superspreaders” or “heavy distinct hitters” in a network data
stream. Keralapura, Cormode and Ramamirtham [16] proposed an algorithm
for continuously maintaining the frequent elements over a network of nodes.
The above algorithms are not directly applicable to the problem of identifying
frequent elements using gossip, because they sometimes assume the presence of
a central node, or an underlying network structure such as a spanning tree [14,
16], and further, they do not consider the dissemination of sketch through gossip,
or the cost of network-wide communication.

1.2 Organization of the Paper

In Section 2, we state our model and the problem more precisely. The algorithm
and analysis for the case of absolute threshold in the asynchronous time model is
presented in Section 3 and the case of relative threshold is presented in Section 4.
In Section 5 we discuss the synchronous time model, and the computation of the
number of distinct elements. Due to space constraints, we have deferred most of
the proofs till the appendix, and present sketches of the proofs of some results.

2 Model

We consider a distributed system with N nodes numbered from 1 to N. The
number of nodes is not necessarily known to any participating node, and this
information is not used by the algorithms. Each node ¢ holds a single data item
m;. Without loss of generality, we assume that m; € {1,2,...,m} is an integer
representing an item identifier. For data item v € {1,...,m}, the frequency of v
is denoted by f,, and is defined as the number of nodes that have data item v,
ie. fu =|{j € [N]:m; = v}|. Note that f, may not be available locally at any
node, in fact determining f, itself requires a distributed computation. The task
is to identify those elements that have large frequencies. We note that though
we describe our algorithms for the case of one item per node, they can be easily
extended to the case when each node has not only a single item, but perhaps a
(multi)set of items.

We consider the scenario of uniform gossip, which is the basic, and most
commonly used model of gossip. Whenever a node ¢ transmits, it chooses the
destination of the message to be a random node from among all the current
nodes in the system. The selection of the transmitting node is done by the dis-
tributed scheduler, described later in this section. We consider two variants of
the problem, depending on how the thresholds are defined.

Absolute Threshold. The user gives an absolute frequency threshold £ > 1
and approximation error A (A < k). An item v is considered a frequent item if



fv 2 k, and v is an infrequent item if f, < k— A. Note that with a data set of N
elements there may be up to N/k frequent elements according to this definition.

Relative Threshold. In some cases, the user may not be interested in an abso-
lute frequency threshold, but may only be interested in identifying items whose
relative frequency exceeds a given threshold. More precisely, given a relative
threshold ¢ (0 < ¢ < 1), approximation error ¢ (0 < ¢ < ¢), an item v is
considered to be a frequent item if f, > ¢N, and v is considered an infrequent
item if f, < (¢ —¥)N. According to this definition, there may be no more than
1/¢ frequent items.

In a centralized setting, when all items are being observed at the same loca-
tion, the above formulations of relative and absolute thresholds are equivalent,
since the number of items N is known, and any absolute threshold can be con-
verted into a relative threshold, or vice versa. However, in a distributed setting,
a threshold for relative frequency cannot be locally converted by a node into a
threshold on the absolute frequency, since the user in a large distributed system
may not know the number of nodes or the number of data items in the system
accurately enough. Thus, we treat these two problems separately.

At the end of the gossip, the following probabilistic guarantees must hold,
whether for absolute or relative thresholds. Let § be an user provided bound on
the error probability (0 < § < 1).

(1) Frequent Items are Identified. With probability at least (1 — 4), every node
reports every frequent item.

(2) Infrequent Items are Discarded. With probability at least (1 — §), no node
reports an infrequent item. In other words, the probability that an infrequent
item is incorrectly reported by a node in the system is less than §. Note that
we present randomized algorithms, where the probabilistic guarantees hold irre-
spective of the input.

Time Model. We consider both asynchronous and synchronous models. In the
asynchronous model, time is divided into non-overlapping rounds. In each round,
a single source node, chosen uniformly at random out of all N nodes, transmits
to another randomly chosen receiver. The time complexity is the number of
rounds, or equivalently, the number of transmissions, since in each round there
is only one transmission. Sections 3 and 4 discuss the asynchronous model. In
the synchronous model, in each round, every node sends a message to a receiver
chosen uniformly at random from among all nodes. Thus, in a single round of
synchronous communication, N messages are exchanged among the nodes. We
consider the synchronous model in Section 5.

Performance Metrics. We evaluate the quality of our protocols via the following
metrics: the convergence time, which is defined as the number of rounds of gossip
till convergence, and the communication complexity, which is defined as the
number of bytes exchanged till convergence.



3 Frequent Elements with an Absolute Threshold

We now present an algorithm in the asynchronous model for identifying elements
whose frequency is greater than a user specified absolute threshold k. The algo-
rithms for the synchronous model are presented in Section 5. Let S = {m; : i €
[N]} denote the multi-set of all input values. The goal is to output all elements
v such that f, > k without outputting any element v such that f, <k — . We
first describe the high level intuition.

Our algorithm is based on random sampling. The elements of S are sampled
in a distributed manner, and the sampled elements are disseminated to all nodes
using gossip — the cost of doing so is small, since the random sample is typically
much smaller than the size of the population. The sampling also ensures that
frequent elements are exchanged more often during the later gossip phase. In-
tuitively, suppose we sample each element from S into a set T' with probability
1/k. For a frequent element v with f, > k, we (roughly) expect one or more
copies of v to be included within 7. Similarly, for an infrequent element u with
fu < k — )\, we expect that no copy of u will be included in T. However, some
infrequent elements may get “lucky” and may be included in T and similarly,
some frequent elements may not make it to 7. The probabilities of these events
decrease as the sample size increases.

To refine this sampling scheme, we sample with a probability that is a little
larger than 1/k, say c¢/k for some parameter c. Finally, we select those elements
that occur at least r times within 7', for some parameter r < c¢ that will be
decided by the analysis. It turns out that ¢ and r will need to depend on the
approximation error A as well as the threshold A. The smaller A is, the greater
should be the sampling probability, since we need to make a more precise distinc-
tion between the frequencies of frequent and infrequent elements. In the actual
algorithm, we use a sampling probability of 1)\2—21“ ln% — note that this is Q(%)
since A < k and hence % > %

The precise algorithm for sampling and gossip is shown in Figure 1. There
are three parts to this algorithm (and all others that we describe). The first part
is the Initialization, where each node initialized its own sketch, which is usually
through drawing a random sample. The next part is the Gossip portion, where
the nodes in the system exchange sketches with each other. The algorithm only
describes what happens during each round of gossip — it is implicit that such
computations repeat forever. The third part is the Query, where we describe
how a query for frequent elements is answered using the sketch. The accuracy of
the result improves as further rounds of gossip occur. Through our analysis, we
give a bound on the number of rounds after which frequent elements are likely
to be found at all nodes.

3.1 Analysis

We now analyze the correctness and the time complexity of the algorithm in
Figure 1. Due to space constraints, all proofs are presented in the appendix, and
we present a few sketches of the proofs here.



Input: Data item m,, error probability ¢, frequency threshold k, approximation error

A

1. Initialization
(a) Choose p as a uniformly distributed random number in (0, 1).
(b) If p < 1)\2—2’“ In 2 then Si < {(i,m:)}, else S; «— & /* null set */
2. Gossip
In each round of gossip:
(a) If sketch S; received from node j then S; « S; U S;
(b) If node i is selected to transmit, then select node j uniformly at random from
{1,...,N} and send S; to j
3. Query
When asked for the frequent elements, report all data items which occur more than

12k2

=33

(1—2)In 2 times in S; as frequent elements.

Fig. 1. Gossip algorithm at node i for finding the frequently occurring elements with an
absolute threshold &

Lemma 1. False Negative. If v is an element with f, > k, then with probability
at least 1 — 0, v is returned as a frequent element by every node after 20N In N
rounds.

Sketch of proof: A false negative can occur in one of two ways. (1)Either too
few copies of v were sampled during initialization or (2)The sampled copies of
v were not disseminated to all nodes during the gossip. We show that the first
event is unlikely by an analysis of the sampling process using Chernoff bounds.
We show that the second event is also very unlikely through an analysis of the
asynchronous gossip in Lemma 4. a

Lemma 2. False Positive. If u is an element with f, < k—X\, where ki<A< k,
then the probability that u is returned by some node as a frequent element is no
more than 6.

Sketch of proof: A false positive can occur if both the following events occur:
(1)r or more copies of u were sampled initially and (2)all r copies of u reach some
node in the network through gossip. We show that the first event is very unlikely,
if f, <k — ), and hence the intersection of the events is also unlikely. a0

We have shown that (with probability at least 1 — d), a data item with k or
more occurrences is returned as a frequent element by every node; and a data
item with less than & — A occurrences is not reported by any node as a frequent
item. It is now natural to ask what happens to an element whose frequency of
occurrence falls in the range [k — A\, k). Let us refer to the frequency range of
length A, [k — A\, k) as the “grey range”, to portray the uncertainty. For elements
with frequency in the grey range, our algorithm provides no guarantee - they
could be reported, or not. Clearly, a smaller value of A is desirable, but this comes



at the cost of increased sampling probability, and hence greater communication
complexity of gossip. For example, suppose that k& = 10% and A = 5 x 10°.
This implies a 5 percent approximation error with respect to k. All elements
with frequency greater than 10% will be reported (w.h.p) and all elements with
frequency below 9.5 x 10”7 will not be reported, and the sampling probability
is approximately 4.8 x 107° x In %. This is the fraction of input items that are
gossiped through the network in finding the frequent elements in the distributed

data set.

Analysis of the Gossip. We now shift our attention to the gossip mechanism
itself. Let 7 denote the multi-set of all items sampled during initialization 7 C S
and |7] < N. Consider a single sampled item 6 € 7. Let Ty be defined as the
number of rounds till # has been disseminated to all nodes in the network.

Lemma 3. E[Ty] =2NIn N + O(N).

Sketch of proof: Let & be the set of nodes that have 6 after ¢t rounds. Thus
&o has only one node (the one that sampled 6 during the initialization step).
Fort=1...N —1, let random variable X; be the number of rounds required to
increase || from ¢ to t+ 1. We can write Tp = X1 + Xa+ -+ Xny—_1. By noting
that each X; is a geometric random variable and using linearity of expectation
we can arrive at the desired result. Further details are in the appendix. a

Our proof for high-probability bounds on Ty use the following result about a
sharp concentration for the coupon collector problem. Suppose there are coupons
of M distinct types, and one has to draw coupons (with replacement) at random
until at least one coupon of each type has been collected. Initially, it is very
easy to select a type not yet chosen, but as more and more types get chosen,
it becomes increasingly difficult to get a coupon of a type not yet chosen. The
following result can be found in standard textbooks (for example, Motwani and
Raghavan [17]).

Theorem 1 (Folklore). Let the random variable C denote the number of trials
to collect at least one coupon of each of M types. Then, for any constant ¢ € R,
limy oo PY[C> MInM +cM]=1—e"¢ "

Lemma 4. limy_.o Pr(Tp > 20N In N) = O(xz)

Sketch of proof: The dissemination of 6 by gossip can be divided into two
phases. The first phase starts when 6 is at a single node and continues until it
has reached % distinct nodes. The second phase starts after 6 has reached %
nodes and continues until it reaches N nodes. In the first phase, in each round
of gossip, it is less likely to find a source node that has 6 and at the same time,
it is more likely to find a destination that does not have 6. Once 6 has reached
% nodes, the situation reverses. We analyze the number of rounds required for
these two phases separately. For each phase, we bound the random variable that
defines the number of rounds in the phase by a simpler random variable that can
be analyzed with the help of a coupon-collector type of argument. Combining

the results from the two phases yields the desired result. a



For an item v, let T, denote the number of rounds required to disseminate
all copies of v to all nodes.

Lemma 5. limy_.o Pr[T, > 20N In N] = O(%;)

Proof. The proof follows from Lemma 4 using a union bound, and the fact that
there are no more than N copies of v.

Lemmas 1, 2 and 5 together lead to the following theorem about the correct-
ness of the algorithm.

Theorem 2. Suppose the distributed algorithm in Figure 1 is run for 20N In N
rounds. Then, with probability at least 1 — §, any data item with k or more
occurences will be identified as a frequent element at every node. With probability
at least 1 — 6, any data item with less than k — X occurences will not be identified
as a frequent element at any node.

Communication Complexity. We next analyze the communication complex-
ity, i.e. the number of bytes transmitted during the gossip. During the algorithm,
the sizes of the messages exchanged start from one item and grow as the algo-
rithm progresses. To avoid the complexity of dealing with different message sizes,
we separately analyze the total number of bytes contributed to gossip by each
sampled item, and add these contributions together. Consider any sampled item
0. We assume that transmitting any item (i,m;) takes a constant number of
bytes. Let random variable B denote the number of bytes it takes to disseminate
# among all nodes.

Lemma 6. E[B] = O(NInN)

Sketch of proof: Let & be the set of nodes that have 6 after ¢t rounds. In
each round of gossip, # may or may not be transmitted. Further each time 6 is
transmitted, || increases only if the destination of the message is a node which
is not already in &. We analyze B as the number of transmissions of 6 till £
includes all nodes. The details of the proof, using conditional probabilities, are
presented in the appendix. a

We can similarly get a high probability bound on B (proofs in appendix).
Lemma 7. Pr[B > 3NInN] = O(5).

Let Y denote the total number of bytes that need to be exchanged for the
whole protocol until the frequent elements have been identified. By combining
Lemma 7 with an estimate on the number of sampled items, we get the following
result about the communication complexity of the algorithm in Figure 1.

Theorem 3 (Communication Complexity for Absolute Threshold). With
high probability,
Y=0(XkmimN)



4 Frequent elements with Relative Threshold

Given thresholds ¢ and v, where ¢ < ¢, the goal is to identify all elements v
such that f, > ¢ N and no element u such that f, < (¢ —1)N. Unlike the case
of absolute threshold, there is no fixed probability that a node can use to sample
data elements locally. For the same relative frequency threshold, the absolute
frequency threshold (¢N), as well as the approximation error (¥)N) increases
with N. Thus if ¢ and vy are kept constant and N increases, then a smaller
sampling probability will suffice, because of the analysis in 3. Since we do not
have prior knowledge of N, we need a more “adaptive” method of sampling where
the sampling probability decreases as more elements are encountered during
gossip.

To design our sketch, we use an idea similar to min-wise independent per-
mutations [18]. Each data item m;,i = 1... N is assigned a weight w;, which is
a random number in the unit interval (0,1). The algorithm maintains a sketch
T of (m;,w;) tuples that have the ¢ smallest weights w;. The value of ¢ can be
decided independent of the population size N. The intuition is that if an element
v has a large relative frequency, then v must occur among the tuples with the
smallest weight. Maintaining these minimum-weight elements through gossip is
easy, and if we choose a large enough sketch, the likelihood of a frequent element
appearing in the sketch a sufficient number of times is very high. We identify
a value m as a frequent item if there are at least (¢ — %)t tuples in T" with
m; = m; otherwise, m is not identified as a frequent element. The algorithm for
the asynchronous model is described in Figure 2. The threshold ¢ is chosen to
be O(# In(3).

4.1 Analysis

The proofs of most of the following lemmas appear in the appendix. Let 7 denote
the t** minimum element among the N random values {w;,i = 1...N}. The
next lemma shows that 7 is sharply concentrated around %

Lemma 8. Fort = %ln(%), T satisfies the following properties: (1) Prit <
01— %)} <& and
(2) Pr[r > £ (1+§)] < §

We now present a bound on the dissemination time of the smallest weights.

Let T} denote the time taken for the ¢ smallest weights to be disseminated to all
nodes.

Lemma 9. Pr[T; > 20NIn N] < O(%;).
Proof. The proof follows by using the union bound along with Lemma 4.

The following lemmas provide upper bounds on the probabilities of finding
a false negative and a false positive respectively, by the algorithm described in
Figure 2.



Input: Data item m;; error probability ¢, relative frequency threshold ¢, approximation
error ¢ < ¢

1. Initialization:
(a) t— ¥ In(3)
(b) Choose w; as a uniformly distributed random number in the real interval (0, 1);
set S; — {(ms, ws)}
2. Gossip
In each round of gossip:
(a) If sketch Sj is received from node j then
i S5« S;US;
ii. If |S;| > t then retain t elements of S; with smallest weights
(b) If node i is selected to transmit, then select node j uniformly at random and
send S; to j
3. Query
When queried for the frequent elements, report every value v such that at least

(¢ — %)t (value, weight) tuples exist in S; with value equal to v

Fig. 2. Gossip algorithm at node i for finding the frequently occurring elements with a
relative threshold

Lemma 10. Suppose the distributed algorithm in Figure 1 is run for 20N In N
rounds. Then, if v is a frequent element, i.e. f, > ¢N, then with probability at
least 1 — 0, v is identified by every node as a frequent element.

Sketch of proof: Two events need to happen for v to be recognized as a fre-
quent element. (1) Enough copies of v must occur among the ¢ smallest weights,
and (2) The ¢t smallest weight elements must be disseminated to all nodes via
gossip. In the full proof, we show that both these events are very likely. a

Lemma 11. Suppose the distributed algorithm in Figure 1 is run for 20N In N
rounds. If u is an infrequent element, i.e. f, < (¢ — )N, then, with probability
at least 1 — &, u is not identified by any node as a frequent element.

Sketch of proof: A false positive can happen if both the following events oc-
cur. (1) There are an unusually high number of copies of u among the elements
with the 7 smallest weights, and (2) all these copies are disseminated to all
nodes. We show that the first event is highly unlikely, and so is the probability
of a false positive. a

Combining Lemmas 11, 10 and 9 we get the following theorem.

Theorem 4. Suppose the distributed algorithm in Figure 2 is run for 20N In N
rounds. Then, with probability at least 1 — §, any data item with ¢N or more
occurrences will be identified as a frequent item at every node. Similarly, with
probability at least 1 — 8, any data item with less than (¢ — )N occurrences will
not be identified as a frequent item at any node.



Since the size of the sketch at any time during gossip is at most ¢, we get the
following result on the communication complexity, using Lemma 9.

Theorem 5. The number of bytes exchanged by the algorithm in Figure 2 till
the frequent elements are identified is at most O( 1 ln( )NIn N), with probability

at least 1 — O(%).

5 Extensions

5.1 Synchronous Model

We now focus on the synchronous communication model. In the synchronous
model, all nodes transmit equally often, and in each communication round, every
node can send a message to one other (randomly chosen) node. We use a result
due to Frieze and Grimmett [19], who considered the time to spread a rumor
in a network. In their model, there is a rumor message that has to spread to
everyone in a population of size N. Initially, a single person has the rumor. In
every communication round, each person who already has the rumor conveys it
to another randomly chosen person in the population, and we are interested in
the number of rounds taken for the rumor to spread to all N nodes. Note the
similarity to our model of synchronous gossip.

Theorem 6 (Frieze and Grimmett 1985). Let Sy denote the number of
rounds required to spread a rumor among a population of size N. Then, (1)
limy oo lOSg—NN = In2 with high probability and

(2) For v > 0,Pr[Sy > (1+ (y+1)In2)log N] = o( N~7)

Suppose that instead of a single rumor, there were m different rumors orig-
inating at different nodes, and all these rumors were being disseminated simul-
taneously among the N nodes. Let T;, be the number of rounds required for all
the nodes to receive all m rumors.

Lemma 12. With probability 1 — o(%7), Ty < (14 2In2)log N + Inm.

Proof. For i =1...m, let t,, denote the number of rounds required to dissemi-
nate rumor ¢. Since all the m rumors are being disseminated simultaneously, we
have T}, = max}"; t;. Using the union bound:

Pr[Tm>:c]:Pr[U (t; > z)] Z rft; > x] = mPr[Sy > 1]
i=1 i=1
Using v = 1+logy m in Theorem 6, we get Pr[Sy > (14+21n2)log N+Inm] =
o(§=), and the result follows.

Our algorithms for the synchronous time model for absolute and relative
thresholds, are described in the appendix (in Figures 4 and 5 respectively).
These differ from the algorithms for the asynchronous models (Figures 1 and 2)



in that in every round of communication, every node sends a message. Note that
the sampling probability, the sketch size and the thresholds for identification of
frequent elements in the algorithms for the asynchronous model also suffice for
the synchronous model, so the analysis of the random sampling is the same as in
the asynchronous model. The only change is in the gossip mechanism. We arrive
at the following result, the proofs are in the appendix.

Theorem 7 (Synchronous gossip). If the synchronous algorithms in Fig-
ures 4 and 5 are run for (1 + 31n2)log N rounds, then all frequent items (with
absolute and relative thresholds, respectively) will be identified with probability
at least 1 — 6, and no infrequent item will be identified, with probability at least
1-94.

Note that for for both absolute and relative thresholds, the number of rounds
required in the synchronous model is less than that required by the asynchronous
model by a factor of (N) — this is to be expected, since in each round in the
asynchronous model, a single message is exchanged while in each round in the
asynchronous model, N messages are exchanged.

5.2 The Number of Distinct Elements

The number of distinct elements in a set of values, sometimes called the zeroth
frequency moment of the set [20], is an important statistic, useful in various
applications in network monitoring and data mining (see [21] for a survey of
its applications). We now note that it is possible to apply an algorithm due to
Bar-Yossef et al. [22] to get an algorithm for estimating the number of distinct
elements in a distributed data set through gossip. The algorithm provides the
following guarantee. For user provided approximation error € € (0,1) and error
probability § € (0,1), every node i should have an (e, d)-approximate estimate

F‘O(l) of Fy, such the condition Pr[m’%{?’ml < €] > 1 -0 is satisfied for every i.
The algorithm is described for the asynchronous model in Figure 3.

We use a hash function h(-) which returns an output that is assumed to
be uniformly distributed in (0,1); further the outputs of the hash function on
different inputs are assumed to be independent of each other. It is possible to
modify the analysis to work under more realistic assumptions of hash functions
with limited independence (see [20-22]). The intuition is that if there are Fj
distinct elements, then we can expect the minimum of the mapped hash values

to be close to F% with high probability. Bar-Yossef et al [23] showed that if v is

the &' minimum among all the hashed values for k = O(%), then Fo = ks
a good estimator of Fy. By taking the median of O(log %) such estimators, it is
possible to get an (e,d) estimator for Fy. The algorithm for node 7 is described
in Figure 3. For asynchronous gossip, 20N In N rounds of gossip suffice, with
high probability (Lemma 5). For synchronous gossip, (14 31n2)log N rounds of

gossip suffice, with high probability (Theorem 7).



Input: Data item m;; threshold parameters €, §; random hash function h

1.

Initialization
Si = {h(mi)}
Gossip
Repeat forever
(a) If sketch S; received from node j then
i. S; <« k minimum elements of S; US; (k= O(1/€?))
(b) If the clock ticks at this node, then select node j uniformly at random and
send S; to j
Query

If asked for Fp, report Fo(i) = maxmum e]fement oS 2 estimate of Fj

Fig. 3. Gossip algorithm for finding Fy from a network
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A Proofs from Section 3

Proof of Lemma 1 (False Negative).

Statement: If v is an element with f, > k, then with probability at least 1—,
v is returned as a frequent element by every node after 20N In N rounds.

Proof. A false negative can occur in one of two ways (1) Less than r = 1§’§2 (1-

$-)In2 copies of v were sampled in the initialization phase (step 1(b)) of the
algorithm described in Figure 1, or (2) r or more copies of v were sampled during
initialization, but some copies did not make it to all nodes during the gossip. Let
FE denote the event that less than r copies of v were sampled. Let E5 denote the
event that after 20N In NV transmissions, there was a sampled object (with r or
more sampled copies) that was not disseminated to all nodes using gossip. Let
€ denote the event that a false negative occurred, then Pr[€] = Pr[E; U Ey] <
PI‘[Eﬂ + PI‘[EQ]

Consider some k copies of v in the input. Let X, be a random variable that
denotes the total number of these k copies of v that were sampled. X, is a
binomial random variable with f, trials and the probability of success in each

trial being 12¥ In 2 (this is the probability with which a node samples its own

data item). It follows that E[X,] = 1?\’2“2 In 2. Using Chernoff bounds, we get:

Pr[E1] = Pr[X, < 7]

12k2 Ay, 2
6k 2
< e~%"% [using Chernoff bounds]
d.s 0
= (5) <3

In Lemma 5 we show that after 20N In N transmissions, the probability that
all nodes have all sampled copies is at least 1 — 1/N. Thus, Pr[E;] < .
Let £ denote the event that a false negative has occurred. Then

5 1
Pr[€] = Pr[Ey U By] < Pr{E:] + PrlBy] < 5 + 5 <6

Proof of Lemma 2 (False Positive).

Statement: If u is an element with f, < k — A, where kT <A< k, then the
probability that u is returned by some node as a frequent element is no more
than §.

Proof. A false positive can occur if both these events happen (1)r or more copies
of u are sampled initially (2)all r copies reach some node in the network through



gossip. Let these two events be E; and FEs respectively, and let F denote the
event that a false positive occurred. Note that Pr[F] = Pr[Ey N E3] < Pr[E4].
Let X, denote the number of copies of u that were sampled. Consider the
“best case” scenario for a false positive, when f, = k— \. Then X, is a binomial
random variable with E[X,] = (k — )12k In2 = 1?’2“2 (1-2)n 2. Note that

12k2 A2

2k 6
=Pr[X, > E[X.] + %hl %]
2 1
< —(In =
< e (- D))

Pr[Ey] = Pr[X,, > r] = Pr[X, >

) [using Chernoff bounds]

<3 [since 1EA > 1]

&

Since Pr[F] < Pr[E;], the lemma follows.

Proof of Lemma 3.

Statement: E[Ty] = 2N In N + O(N), where Ty is defined as the number of
rounds till € is disseminated to all nodes in the network.

Proof. Let & be the set of nodes that have 6 after ¢ transmissions. Thus &g
has only one node (the one that sampled 6 during the initialization step). For
t=1...N —1, let random variable X; be the number of transmissions required
to increase |¢| from t to t 4+ 1. We can write:

To=X1+Xo+- -+ Xn-1

For ¢t > 1, in time step t, the size of £ increases only if a gossip message is
transmitted from node i to node j where ¢ € £,_1 and j € &_1. We note that X;
is a geometric random variable, i.e. the number of trials till the first “success”
where a success is defined as a message from node i € £&_7 to a node j & &_;.
The probability of a success for Xy is (%)(1 — &) = W}\’,;t). We know that if a
random variable Y follows a geometric distribution with probability of success

p then E[Y] = %, so we get E[Xy] = % Using linearity of expectation, we

have:

N2
Bl) = 2 BN = ) 5y
t=1 t=1
N—11 1 N—l1
=N -4+ ——)=2N — =2NHpn_1=2NInN + O(N
t:1(t+N_t) ;t N1 n N + O(N)

where Hj, denotes the kth Harmonic number.



Proof of Lemma /
Statement: limy_.oc Pr(Ty > 20N InN) = O(5)

Proof. The dissemination of the object 8 can be divided into two distinct phases.
The first phase continues until the object has reached % distinct nodes. The sec-
ond phase starts once it has reached % nodes and continues until it reaches N
nodes. Note that, in the first phase, it is more unlikely to find a source node that
has 0 and it is very likely to find a destination that does not have 6. Once 6 has

reached % nodes, the situation reverses.

We define the random variable X; as the number of transmissions taken by
|€o| to increase from j to j+1. We define T} and T} as the random variables
that stand for the number of transmissions required in the two aforementioned
phases respectively. That makes

Ty =Xi+Xo+...+ Xy (1)
T§=Xy o+ Xyt + Xy (2)
Clearly,
Ty =Ty + T}

We define a “success” as increment of |£y| from j to j+1. So X; follows a

geometric distribution with probability of success = % (1 — %) = J(]]V\,igj) Note

that for j < %, the probability of success of X is 3(11\/\[7;3) > JEV%) = ﬁ Let
Y; be a geometric random variable with probability of success = 5% for j < %
The probability of success of Y; can be at most that of X}, hence, had the gossip
taken place with the probability of success of Y;, T” - the number of transmissions
required to disseminate an object 8 to % nodes - would have been at least as big
as T, . So, given a point in the range of all possible convergence times (10N In N
in this case), T" is more (or equally) likely to exceed it than 7,. In addition,
let T” be the number of transmissions to be made when there are 2N nodes
and the data item has to reach each node at least once. Since T” has a higher
expected value than 77, it is even more likely than 7" to be more than a given
point (10N In N here, once again) in the range of all possible convergence times.
Formally,

Pr(T; > 10NIn(2N)) < Pr(7" > 10NInN) < Pr(T” > 10NInN)  (3)
Note that
Pr[T” > 10N In N] < Pr[T” > 2N In(2N) + 2N In(2N)? (4)

since 10N In N > 2N In(2N) + 2N In(2N)2.
In the limit of large N, Theorem 1 yields Pr(T” > 2N In (2N) 4 ¢(2N)) =

1—e¢ ". Using ¢ = In (2N?), we get

Pr(T” > 2NIn (2N) + 2N In (2N?)) = 1 — ¢~ 57 (5)



Combining inequalities 3, 4 and equation 5 and taking the complement of the
event in inequality 3, we get

Pr[T} < 10NInN] > ¢~ a2 6)
In a similar way, we can prove
Pr[T2 < 10NInN] > ¢~ 32 (7)

Note that if each of T} and T}} is at most 10NIn N with high likelihood, then
that is a sufficient condition to ensure that Ty is at most 20NIn N with high
probability (it is not a necessary condition though). So using inequalities 6 and
7, we can write:

Pr(Ty < 20N In N) > Pr((T;} < 10N InN) and (T; < 10N In N))
> (e7EVT)(e”3N7)
=W (8)

Using the inequality e™® > 1 — x, inequality 8 implies

1
Pr(Ty <20NIN) > 1 (9)

Taking the complement of the event in inequality 9 establishes our claim.

Proof of Lemma 6.

Statement: E[B] = O(NInN), where B is the number of bytes taken to dis-
seminate # among all nodes.

Proof. Let X; denote the total number of transmissions (whether involving 6 or
not) taken for |£| to increase from j to j + 1. Let B; denote the number of these
X transmissions that contain 6. We have:

-1

B:ZBJ

i=1
In each of the B; transmissions except for the last, a message is sent from a
node that has € to another node that has §. Only in the last of the B; transmis-
sions, the message is sent from a node that has 6 to a node that does not have 6.
Thus Bj is a geometric random variable with a probability of success being the
conditional probability that the destination of the gossip is a node which does
not yet have 6, given that the source of the gossip has 6. This probability is

%, since the number of nodes which do not yet have 6 is N — j. Thus we have
E[Bj]| = NL_] Using linearity of expectation, we get:



N-1 N-1

EB] = Z E[B NN

j=1

—NHN 1—N1HN+O( )

Proof of Lemma 7.
Statement: Pr[B > 3NInN] = O(55).

Proof. Using Theorem 1, and the characterization of B from the Lemma 6, we
get for any c € R,

—c

Pr[B>NInN+cN|j=1—-¢"°
Using ¢ =2In N, we get

Pr[B>NInN+2NInNj=1—e % <1—(1— )= e

where we have used the inequality e > (1 + z) for all real x.
Proof of Theorem 8 (Communication Complexity for Absolute Threshold).

Statement: With high probability, J = O(N k In 5 11n N), where Y is the total
number of bytes that need to be exchanged for the whole protocol until the
frequent elements have been identified.

Proof. From Lemma 7, we can infer

1
PrB<3NWN]>1- = (10)

In the initialization phase of the algorithm, each item is sampled with proba-
bility 1% In(2). We try to find an upper bound on the communication overhead
for exchangmg the sampled data items through gossip. Let Z be a random vari-
able that stands for the number of data items that get sampled during the
initialization. Z follows a binomial distribution with number of trials N and
probability of success in each trial 1% ln( ). Hence the expected number of data
items that get sampled is E[Z] = 12N k ln(g). We try to find high-probability
bounds for Z. Applying Chernoff bounds,

18NEk . 2 1. 12Nk
Pr[Z > Tln(g)] =Pr[Z>(1+ 2) 2 ln(é)]
,Mln(z)
< e 2 S
- (g)%“
)

<§[sinceN>)\andk‘>)\]



This implies
18Nk . 2 )
PrilZ < ——In(=)]>1- = 11
Z < =5 ()] 215 (1)
Note that since ) is the number of bytes to be exchanged for the whole
protocol until all the frequent elements have been identified, if Z is bound
within % ln(%) and B within 3N In IV, that can be one way to limit ) within

54)[\\22’“ ln(%) In N. To be precise, combining inequalities 10 and 11, we get

54N?k 2 18Nk 2
< — > < — <
Pr[y < 2 ln(é)lnN] >Pr[Z < 2 ln(é)] Pr[B < 3NInN]
0 1
> (1 — 2\ (1 — —

) 1 1.9

=l1-C+5 - (E)EGIz1-9¢

B Proofs from Section 4

Proof of Lemma 8.

Statement: For t = %8 ln(%), 7, the ' minimum element among N randomly
generated values in (0, 1), satisfies the following properties:

LPrr<t1-9))<$
2. Prlr > L(1+ %) <3

Proof. Let X be a random variable indicating the number of elements with

weight less than %(1 — %) X follows a binomial distribution with number of

trials = N and probability of success = % (1 — %) This gives E[X] =t(1 — %),
and

L= ) = PrX > 1] = Pr[X > E[X)(—

P —

< Pr[X > E[X](1+ %)] [since 5 > 1+ 4]

E[X]yp?

< e~ 738 [by Chernoff bound]
_ta=ye?

—e 18 (12)

Note that with ¢t = % ln(%),

H1—%)? 8 3 Y 3
=) - ) 2y (13)

Note that (1 — %) > 1 since ¢ < 1. Substituting the result of inequality 13
in inequality 12 yields



t w _In(3 6
P —(1 - =~ < n((s) — _
rfr < N( ) ) <e 3
which completes the proof of the first claim.
For the second part, let Y be a random variable that indicates the number

of elements with weight less than %(1 + %) Y follows a binomial distribution

with number of trials = N and probability of success = %(1 + %) This gives
E[Y] =t(1+Y), and

to 1
Pr[r > N(l + Z)] =PrlY <t| =Pr[Y < E[Y](@)] (14)
Now, 1_:% <1- % since (1 + %)(1 — %) =1+ % - %2 > 1. This yields
1 Y
PrlY < E[Y](—)] < PrlY < E[Y](1 - 2)]
1+ 1 8
< e~ () [by Chernoff bound] (15)
Now, with ¢t = % ln(%),
B[Y]y? v o? 128 3 3
= ) = N > N
o1 UH 5 = 5y G+ e) = 2In(E) (16)

Substituting the results of inequality 16 in inequality 15, and then inequality
15 in inequality 14 yields
) 1)

t 4
Prfr > (14 )] < e~ (3 = 3

Proof of Lemma 10 (False Negative).

Statement: If a data item v is a frequent item, i.e. f, > ¢N, then with proba-
bility at least 1 — §, v is identified by every node as a frequent element.

Proof. Let Z be a random variable indicating the number of copies of v with
weight + (1 — %) or less. Note that there are two sources of randomness in the
entire process, and therefore identification of v as a frequent element on the basis
of sketch requires two criteria to be satisfied. First, the ¢ minimum weight 7
should exceed % (1- %), and then, at least (b—% occurrences of v should produce
a weight which is less than or equal to %(1 — %), to ensure that make it within
the t minimum hashed weights.

Formally,

Pr[v is identified as a frequent element]



> Prl(r > (1 - 2)) and (2 > (60— D))
ta ¥ (4
=1-Pr[(t < N(l— 4)) or (Z < (¢— Q)t)]
>1-Pr[(r < %(1 - %))] —Pr[(Z < (¢ — %)t)] [by union bound]
> 1_§_Pr[2< (qb—%)t] (17)

To estimate Pr[Z < (¢ — %)t], note that Z follows a binomial distribution

with ¢ N or more trials and a probability of success of %(1 — %) This makes

B(Z) > (6N~ 2)) = 61 = £) > (6 - D1

We take another random variable Z’ that is a “pessimistic” version of Z in the
sense that F[Z'] = (¢ — %)t, which implies that Z’ has a higher likelihood of

being less than (¢ — %)t So we have

_EBiz— 2
Pr[Z < (¢—%)t] <Pr[Z < (¢—%)t] =Pr[Z' < E[Z’}(1—4¢w_ w)] <e E[Z]”W’—%)Z
(18)
Substituting t = % ln(%) in E[Z'],
, P2 Y 128 3., 1 In(2) 3
— L —(p—- )= (2 = In(+
Bl )~y = @ D M g oy 28 (19
Substituting inequality 19 in inequality 18 yields
Pr(Z < (9~ )] < e = () (20)

Substituting the result of inequality 20 in inequality 17, we get

5 8
Pr[v is identified as a frequent element] > 1 — 3 (5)8 >1-4

Proof of Lemma 11 (False Positive).

Statement: With probability at least 1 — §, a data item w with a relative
frequency of less than (¢ —1) is not identified by any node as a frequent element.

Proof. Let W denote the number of copies of u with weight < %(1 + %) Note
that we are conservative about the value of the #* minimum weight here. We
are using the upper bound %(1 + %) of the range in which we expect the *"
minimum weight to belong to. As in the proof of Lemma 10, we can write

Pr[u is not identified as a frequent element]



> Prl(7 < (14 9)) and (W < (6 £)0)]

S 1 Pr(r> (14 D) or (W > (0 D))

>1-Prfr > %(1 + %)} _ P W > (6 — %)t] [by union bound]

>1- g P > (6 %)t] (21)

To estimate Pr[W > (¢ — %)t], note that W follows a binomial distribution with
(¢ — )N or less trials and a probability of success of % (1 + %) This makes

D=tlo— 2 Ly cyp- 2

Y

W] < (6~ 9)N(5:(+ 5

We take another random variable W' that is a pessimistic version of W in
the sense that E[W’] = (¢ — 2£)t, which implies that W’ has a higher likelihood

of being greater than (¢ — %)t So we have

P > (6 — £)1) < PrlW’ > (¢ — )1
= Pr[W’ > E[W'|(1 +4")] where ¢ = ;55 3w
<e —Elgles [by Chernoff bounds] (22)
Now,
T U N S ty)? t?
EW|— = - 23
W =T e —sops T nwe—se - o Y
Substituting ¢ = 17528 In(2) in inequality 23,
? 8. 3 3
B Y- > Sin(3) > () (24)
Substituting inequality 24 in inequality 22 yields
Pr[W > (¢ — %)t] <e M3 = g (25)

Substituting inequality 25 in inequality 21, we get

Pr[u is not identified as a frequent element] > 1 —

IV

S wl >
|
wl

1—



Input: Data item m,, error probability ¢, frequency threshold k, approximation error

A

1. Initialization
(a) Choose p to be a uniformly distributed random number in the real interval
(0,1).
(b) If p < 23 1In 2 then S; — {(i,mi)}, else S; — @ /* null set */
2. In each round of Gossip:
(a) If sketch S; is received from node j then S; « S; U S;
(b) Select node j uniformly at random from 1... N

(¢) Send S; to j

3. Query:
When queried for the frequent elements, report all data items which occur more
than
r= 1/\2—2’“(1 — 2-)In 2 times in S; as frequent elements.

Fig. 4. Synchronous Gossip algorithm at node i for finding the frequently occurring ele-
ments with an absolute threshold k.

C Details from Section 5

C.1 Algorithms for Synchronous Gossip
Proof of Theorem 7

Statement: If the synchronous algorithms in Figures 4 and 5 are run for (1 +
31n2)log N rounds, then all frequent items (with absolute and relative thresh-
olds, respectively) will be identified with probability at least 1 — §, and no infre-
quent item will be identified, with probability at least 1 — 4.

Proof. The number of sampled items is trivially no more than N. If all these
items are disseminated to all nodes, then the guarantees will be met. Substituting
m = N in Lemma 12 yields the desired result. We can get a slightly tighter result
(but asymptotically still the same) by using a better bound on the number of
sampled items.



Input: Data item m;; error probability J, relative frequency threshold ¢, approximation
error

1. Initialization. t « % In(2); wi « h(i); Si — {(ms,w;)}
2. In each round of gossip:
(a) If sketch S; was received from node j then
i 85— S;US;
ii. If |S;| > t then retain t elements of S; with smallest weights
(b) Select node j uniformly at random
(c) Send S; to j
3. Query:
When queried for the frequent items, report every value v such that at least (¢p— %)t
(value, weight) tuples exist in S; with value = v

Fig. 5. Synchronous gossip algorithm at node i for finding the frequently occurring elements
with a relative threshold



